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This paper is the result of various security assessments performed on several 
Juniper WXC (WAN acXcelerator Cached) appliances in both a controlled (computer 
lab) and production environments during several penetration tests. Several WXC 
models were purchased for testing in our computer lab. By having full access to the 
target appliances, it was possible to discover vulnerabilities that could be missed 
during a standard unauthenticated penetration test. 
 
WXC appliances were chosen as they are commonly found within our customer’s 
environment, during security assessments, within their demilitarised zones (DMZ). 
 
The WXC devices are designed to accelerate mission-critical applications over wide 
area links, and have the following capabilities:- 
 

 Compression and caching: Is used to reduce the amount of data flowing 
across wide area links, by eliminating redundant data patterns and thereby 
boosting connection capacity by storing patterns on hard drives.  

 Acceleration techniques: Are used to speed the performance of specific 
applications and protocols, cutting response times and optimizing traffic flows. 

 Application control: QOS, bandwidth management, and policy based 
multipath features are used to ensure that the applications make the most 
efficient use of available links and bandwidth.    

 
This paper describes the operating system and the file layouts found to be, along 
with any security vulnerabilities that ProCheckUp has found to be present within 
WXC appliances. ProCheckUp’s intent is to assist corporate security officers to better 
understand some of the risks when using WXC appliances within their networks.  
 
ProCheckUp found that the WX-OS operating system which runs on the WXC 
appliances is vulnerable to the following classes of vulnerabilities:- 
 

 Unauthenticated information disclosure 

 Unauthenticated persistent Cross Site Scripting (XSS) 

 Authenticated multiple persistent and reflective Cross Site Scripting 
(XSS) 

 
 
WX-OS software versions 5.6.8.0 & 5.7.7.0 were tested. 
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Hardware specifications of the differing models 
 

WX100 No hard drives, Xeon processor, 4GB RAM, 256MB flash+1GB flash. 
custom motherboard 

WXC500 Two 250GB hard drives, Pentium 4 processor, 2GB RAM, 256MB flash 
card. Intel SE7221 motherboard. 

WXC590 Two 250GB hard drives, Xeon processor, 4GB RAM, 256MB flash card, 
SuperMicro motherboard 

WXC2600 One 250GB drive,CELERON, processor 2GB RAM, Supermicro custom 

 
 



 

Three disk drives were mapped on WXC devices 
/ata0/ 256MB flash drive 
/sm0/ 250GB hard drive 
/sm1/ 250GB hard drive 
 
Contents of /ata0/ 256MB flash drive 
/cfg/ Contains configuration files including – startup.cfg which contains hashed admin 
password 
/log/ Contains access, error and other log files 
/mtrdata/ 
/tmp/ 
bootrom.sys 
srs.dll 
srs.os 
srs1.dll 
srs1.os (loaded into the machines memory at boot) 
 
Part of the startup.cfg file, which is stored within /cfg/ looks like this 
 

 
 
Data on the hard drive 
On the hard drives the /objects/ directory was found to exist, which contained the 
/data/ subdirectory. Within the /data/ directory various subdirectories were found to 
exist, which contained protocol data which was used to eliminate redundant data 
patterns. For instance a NETBIOS authentication string might be used repeatedly 
within packets, which was replayed from storage. The factory reset command 
https://target-domain.foo /factory.htm, was used to securely erase the data stored in 
this directory. 
 
Backing up hard drives 
The hard drives data format within partitions was not supported by a Linux boot disk, 
though drive replication was found possible between two identical drives using the 
linux dd command as below:- 
dd if=/dev/sda of=/dev/sdb conv=noerror,sync 
 
 



 

 



Which then supported the following commands: 

 
 
By using the display memory command, it was found that VxWorks version 5.5.1.A 
Aug 4 2005 is used by the WX-OS operating system. 
 

 



 

 

 

 





 

 

 



 



 

 



 

 

 

 

 

 



 

 

 

 

http://www.procheckup.com/

