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1  Brief Introduction
1.2  Introduction to Microsoft LightSwitch

Microsoft LightSwitch is a development framework initially released on the 26™ of July 2011,
tailored for creating line of business applications. The current version of LightSwitch is LightSwitch
Visual Studio 2012 update 3 (1% Sept. 2013), which supports the new middle tier WebAPI
functionality tailored for HTML5 and mobile devices.

LightSwitch can run in three distinct modes:

A local desktop Silverlight client

A Silverlight web client hosted on IIS and SQL servers

An HMTL5/JavaScript web client hosted on IIS and SQL servers

LighSwitch Silverlight web client requires IIS and SQL2008/SQL2012 to run; with Microsoft Azure
cloud hosting also supported.

This paper concentrates on a Silverlight client running from an IIS hosted server on the Internet.

There are a number of security concerns with LightSwitch; one of the key concerns is that by
default, access to screens and the OData services are not restricted. We hope this paper helps
developers to become more aware of this concern, and how to programmatically restrict access to
each screen and database table.

ProCheckUp conducted testing on a fully patched version of 11S/8.0 server running on Windows
2012, with SQL 2008 express server.

1.3  About this paper

The intent of this paper is to help Chief Security Officers (CSO) to better understand the
vulnerabilities in default installations of LightSwitch, and then to ensure that remedial steps are
taken to secure them.

To demonstrate the issues typically found within LightSwitch deployments, we downloaded
Microsoft’s Contoso Construction advanced deployment sample and deployed it to an IIS 8 web
server using the latest version of Visual Studio 2012 Professional.

This sample can be deployed from here:-
http://code.msdn.microsoft.com/windowsdesktop/Contoso-Construction-9f944948

1.4 Summary of issues identified

There are two main components to a LightSwitch Silverlight web application: the SilverLight client
screens, and the different WCF services which retrieve information from database tables, that are
then consumed by the Silverlight application in OData format.

Anonymous access to the individual LightSwitch client screens needs to be restricted by using the
“screen name”_CanRun access controls. See chapter 5 “Using LightSwitch anonymous access to
bypass the login screen”.

Similarly access to each of the OData WCF tables needs to be restricted by using the Set_Filter query
on the database table. See chapter 6 “Querying OData services” and “Restricting OData access by
using the Set_Filter method”.
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2 Directory contents of the Contoso application
2.2  “root” directory
The “root” directory of Contoso contains the web.config (the server service configuration file —

which is not remotely accessible), and the ClientAccessPolicy.xml files (used to restrict Silverlight
across domains to prevent Cross Site Request forgery attacks), as shown below:-

tal » Contoso k v | | Search Contoso o
Date modified Marne - Type Size
/3123 12:54 PR bin File folder
) 91523 12:54 PR Wieb File folder
B 8372013 10:07 Ak ApplicationData WYCF Wieb Service 1kE
=] 127252017 4571 Akd Client&ccessPalicy XML File 1KE
A 59,2013 10:07 &AM CrirneData WICF Wieb Service 1KE
=] 912013 107 PRA default HTh File 10KE
A 1201272011 451 AW Microsoft.LightSwitch, SecurityData WYCF Wieb Service 1KE
|=] 82072013 12:06 Abkd Silverlight J5 File 26 KB
i 94172013 1:07 PM ek ¥ML Configuration., 9KE

The above “root” directory also contains three associated WCF files: ApplicationData.svc,
CrimeData.svc and Microsoft.LightSwitch.SecurityData.svc. All of these WCF files provide OData
services (More on querying Odata services later) and are simply accessed by requesting their name
(https://testserv/Contoso/ApplicationData.svc/) from the web server. ApplicationData.svc and
Microsoft.LightSwitch.SecurityData.svc are the default LightSwitch WCF services and if forms’ access
is enabled, access by default is password protected.

2.3  The bin directory

The bin directory contains language directories, and the dll's used by the LightSwitch application,
some of which are added by the extensions used.
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kal » Contoso » hin

] {‘:,:| | Search bin

Marne - Date modified
) sl 9412013 12:54 PA
S sr-Cyprl-C5 9123 12:54 PR
J sr-Latn-C5 91,2013 12:54 Phd
s 9123 12:54 PR
J th 91,2013 12:54 Phd
) tr 91,203 12:54 PR
Juk 91,2013 12:54 PR
J Wi 91203 12:54 PR
. zh-Hans 912013 12:54 P
J zh-Hant 91,2013 12:54 PA
Application.Common.dll B2 31007 AkA
BingtdapControl. Commaon.dll 820310007 LkA
BingMapContral, Server.dll B3 231007 Ak
ContosoConstruction, Server.dll 8432012 10008 AkA
FilterCantrol.Carmrmon.dll B3 231007 Ak
FilterContral. Server.dll 8432012 10007 Ak
kicrosoft.Data,Edrm.dll 6282012 11:22 Ak
Pdicrosoft.Data, OData.dll 6282012 11:22 Ak
Microsoft.Data,Services. Client.dll 6287202 11:22 Ak
Microsoft.Data, Services,dll 6282012 11:22 Ak
Microsoft.LightSwitch.AppBridge.dll 26202 T0E P
Microsoft.LightSwitch.Base Server.dll 31472013 11:05 PhdA
kicrosoft.Light3axitch.Codebdarker.dll TF2es2M2 703 P
Microsoft.LightSwitch.dll 262012 108 P
kicrosoft.Light3witch,ExportProvider.dil Tr2es2M2 703 P

Microsoft.LightSwitch.Extensions Serverdll  7726/20012 708 PR
Microsoft.LightSaitch.banifestSerdice.dll 1F2e2M2 703 P

Ficrosoft.LightSaitch.bodelXaml.dll TF2ef2M2 703 P
Microsoft.Light3witch, Sercer.dll 314203 17105 P
Ficrosoft.LightSwitch,Server.Host.dll T2ef M2 D03 PM
Microsoft.Lightwitch, ServerInternal.dll 126522 703 P
Ficrosoft\indowsAzure, ServiceRuntirm.., 772672012 1130 Ak
Officelntegration.Commoan.dll B2 31007 AkA
Officelntegration. Serser.dll 820310007 LkA

Systern.Componenthfodel Composition.... 11182017 5:40 PR
Systern,Servicebdodel.DomainZervices.En., 0292012 1:04 PRa
Systern.serviceModel.Domainservices.H., 0/259/72012 .04 PR
Systern.Servicebodel DomainZervices. H... 8292012 1:.05 PR
Systern,ServiceModel.DomainServices. 3e..  B/29/2012 T:.05 PR
Systerm. Servicebodel PollingDuplex.dll 1122 12:02 Ak
Systermn. Spatial.dil 62852072 11122 Ak

EEEEEEEEEEEREEEEEEEEEEEEEEEEEEE

2.4 The web directory

The final important directory is the web directory:-
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Type

File folder
File folder
File folder
File folder
File falder
File folder
File falder
File folder
File folder
File folder

Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,
Application extens..,

Size

23 KR
11 kB
15 KB

177 KB
16 KR
23 kB

633 KB

217 KR

S570KE

230 KR
42 KB

I49KER
61 kKB

200 KB
2 kKB

134 KB
B2 kB

262 KB

173 KR

14 KE

541 KB

111 KB
10KE
17 kKB

212 KB
43 KB

182 KB
B3 kE

176 KB

171 KR

124 KB
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tal » Contoso » feb » ] C;| | Search Wi'eb
Marre - Date rmodified Type Size
. Manifests 203 1254 Pha File folder
|| ContasoCaonstruction.Clientxap 912013 1:07 PR HAP File 3,957 KB

This includes the *.Client.xap which is used to build the Silverlight client frontend, and then
communicates using OData to the exposed WCF services.
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3  Reading the Client.xap file

When starting a LightSwitch Silverlight application by submitting a similar URL:-
https://testserv/Contoso/

After accessing the root directory /, the first loaded file is the client.xap file:-
https://testserv/Contoso/Web/ContosoConstruction.Client.xap?v=2.0.1.0?v=2.0.1.0

The Client.xap name can be easily determined by intercepting requests between the SilverLight
client and the server. (In this case Firefox's LiveHTTPHeaders was used)
https://addons.mozilla.org/en-US/firefox/addon/live-http-headers/

Headers | Generator I Config I About |

HTTP Headers

https:/ testserv'Contose/Web/ContosoConstruction. Clientxapfv=2.01.0%7v=2.0.1.0

GET /Contoso/Web/ContosoConstruction.Clientxapiv=2.01.0%=2.01.0 HTTP/1.1

Host: [testsery

User-Agent: Mozilla/5.0 (Windows NT 6.0; n13.0) Gecko/20100101 Firefox/13.01

Accept: text/html, application/xhtml+xml,application/xml;q=039,%/"q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: ContosoConstruction=65389F60366 C3FAG22EFBODZFCEEAB23DFFED3FFDE2ES6424039DESB51256BET20DA059AB. .
If-Modified-5ince: Sun, 01 5ep 2013 12:07:01 GMT

If-None-Match: "4045e3c3balcel:0"

HTTP/1.1 304 Mot Modified

Accept-Ranges: bytes
Etag: "4045e3c3balcel 0"

I (W Lo TIC D N

3.2 Examining the contents of the Client.xap file

By simply downloading this file and renaming the xap extension to zip, we can examine the
contents of the file in a zip archive viewer:-

First request the file and save locally.
https://testserv/Contoso/Web/ContosoConstruction.Client.xap?v=2.0.1.0?v=2.0.1.0

Rename the file extension from xap to zip, so ContosoConstruction.Client.xap becomes

ContosoConstruction.Client.zip.

The open up the renamed file in a zip viewer:-
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Address - @ s

Marme : Type Size Ratic  Packed
| Resources File Folder
%) Application.Commeon.dll Applicatio... 232,960 76% 56,599
= AppManifest.xaml Windows ... 5,434 86% 803
%] BingMapCentrol.Client.Design.... Applicatio... 8,704 61% 3,398
%] BingMapCentrol.Client.dll Applicatio... 52,736 67% 17,677
%] BingMapCentrol.Comman.dll Applicatio... 10,752 65% 3,799
=] Config.xml XML Docu... 3,819 82% 709
%] Contoso Censtruction.Client.dll  Applicatio... 678,400 84% 1131..
%) FilterContrel.Client.Design.dll Applicatio... 10,752 66% 3,658
% FilterControl.Client.dll Applicatio... 08,816 73% 27,019
% FilterContrel.Commeon.dll Applicatio... 15,872 75% 4135
%] Microsoft.CSharp.dll Applicatio... 469,344 62% 1804..
%] Microsoft.Data.Edm.SL.dll Applicatio... 648,800 68% 2132..
%] Microsoft.Data.OData.SL.dll Applicatio... 783,968 0% 2389..
%] Microsoft.Data.Services.Client....  Applicatio... 612 448 65% 2155..
%) Microsoft.LightSwitch.Base.Cli...  Applicatio... 168,496 58% 71,345
=] Microsoft.LightSwitch.Base.Cli... XML Docu.. 151 6% 142
%) Microsoft.LightSwitch.Client.dll  Applicatio... 1,566,232 T1% 3747..
%) Microsoft.LightSwitch.Client.In.. Applicatio... 1,808,448 T7%  4270..
=] Microsoft.LightSwitch.ClientIn.. XML Docu.. 156 7% 146
=] Microsoft.LightSwitch.Client.M... XML Docu.. 147 5% 140
% Microsoft.LightSwitch.CodeMa... Applicatio... 61,480 62% 23,408
% Microsoft.LightSwitch.Cosmop... Applicatio... 934,464 86% 1364..
%) Microsoft.LightSwitch.dll Applicatio... 921,600 67% 3047..
%) Microsoft.LightSwitch.ExportPr..  Applicatio... 72,760 58% 30781
%) Microsoft.LightSwitch.Extensio...  Applicatio.., 294,472 T6% 73,546
%) Microsoft.LightSwitch.Extensio...  Applicatio.., 46,696 57% 20420
% Microsoft.LightSwitch.Manifest... Applicatio... 82,016 58% 34463
% Microsoft.LightSwitch.Model.X...  Applicatio... 266,312 66% 92,769
=] Microsoft.LightSwitch.Model.X... XML Docu... 157 8% 146
% Microsoft.LightSwitch.Runtime...  Applicatio... 543,328 0% 183,5..
=] Micresoft.LightSwitch. Runtime... XML Docu... 162 8% 150
%) Microsoft.LightSwitch. SDKProx..  Applicatio... 28,704 48% 15,066
% Microsoft.Maps.MapCentrol.C...  Applicatio... 51,112 64% 18,532
% Microsoft.Maps.MapControl.dll  Applicatio... 296,872 66% 1020..
% Microsoft.VisualStudio.Debugg... Applicatio... 39,512 57% 17,017
=] Micresoft.VisualStudio.Debugg... XML Docu... 161 9% 148
%) Officelntegration.Client.Design... Applicatio... 0,216 61% 3,607
%) Officelntegration.Client.dll Applicatio... 08,304 67% 32,714
%) Officelntegration.Common.dll Applicatio... 10,240 66% 3,521
i8] ProjectStatus.docx Microsoft ... 37,814 14% 32,661
|| Servicelsml LSML File 12,068 90% 1291
| ServiceMetadataFiles.bd Text Docu.. 14 16
8
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4  Looking at the contents of the Client.xap file
4.2 AppManifest.xaml

The AppManifest.xaml file lists the dIl's used by the LightSwitch client.

<Dep loyment xmlns="http://schemas.microsott.com/client/2007/deployment” xmlns x="http://schemas.microsoft.com/wintx/2006/xaml"

EntryPu1ntAssemh1y M1crusuft LightSwitch.Client.Internal"™ EntryPointType="Microsoft.LightSwitch.Runtime.Shell.Implementation.App"

Runtimeversion="5.0.61118.0"

<Deployment.Parts>

<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<Assemb lyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart
<AssemblyPart

"Contoso Construct1on Client" Source="Contoso Construct1on Client.d11" />
Application.Common” Source="Application.Common.dl1" />

ngMapControl.Client.Design™ Source=" B1ngMa|i|Contro1 .Client.Design.d11" />
ngMapControl.Client” Source="BingMapControl.Client.d11" />
ngMapControl.Common" Source= BingMapContrD] Common.d11" />
lterControl.Client.Design" Source— 'FilterControl.Client.Design.d11" />
TterControl.Client"” Source="FilterControl.Client.d11" />
TterControl.Common"” Source="FilterControl.Common.d11" />
crosoft.Data.Services.Client.5L" Source="Microsoft.Data.Services.Client.sL.d11" />
crosoft.LightSwitch.Base.Client" Source="Microsoft.LightSwitch.Base.Client.d11" />
crosoft.LightSwitch.Client" Source="Microsoft.Lightswitch.Client.d11" />
crosoft.LightSwitch.Client.Internal” Source_ ‘Microsoft.LightSwitch.Client.Internal.d11" />
crosoft.LightSwitch.CodeMarker” Source="Microsoft.LightSwitch.CodeMarker.d11" />
crosoft.Lightswitch.Cosmopolitan.Client” source= M'lcrosoft Lightswitch.Cosmopolitan.Client.d11" /=
crosoft.Lightswitch” Source=" M'lcrosoft L1ghtsw1tch a1
crosoft.Lightswitch.ExportProvider” Source— M1crusuft L1ghtSw1tch ExportProvider.d11" />
crosoft.LightSwitch.Extensions.Client" Source=" M1cmsuft LightSwitch.Extensions.Client.d11" />
crosoft.LightSwitch.Extensions.Design. C11ent Suur(ef 'Microsoft.LightSwitch.Extensions.Design.Client.d11" />
crosoft.LightSwitch.ManifestService. C11ent source= "Microsoft.Lightswitch.Manifestservice, C ient.d11" />
crosoft.Lightswitch.Mode].Xam].Client" Source="Microsoft. L1$htsw1tch .Model.Xaml.Client.d11" />
crosoft.LightSwitch.RuntimeEditor.Internal” Source="Microsoft.LightSwitch.RuntimeEditor.Internal.d11" />
crosoft.LightSwitch.SDKProxy” Source="Microsoft.LightSwitch.SDKProxy.d11" />
crosoft.Maps.MapControl, Commeon” Source="Microsoft.Maps.MapControl. Common dll" /=
crosoft.Maps.MapControl” Source="Microsoft.Maps.MapControl.dl1”
ficeIntegration.Client. Des1gn source="0fficeIntegration. Chent Des1gn di1" /=
ficeIntegration.Client” Source="OfficeIntegration.Client.d11" />
ficeIntegration.Common" Sourc Off1ceIntegrat1un Common.d11" />
System.ComponentModel.Composition” Sourcef System. ComponentModel.Composition.d11" />
System.ComponentModel.DataAnnotations” SDUF(E’ System. CumpunentMude] DataAnnotations.d11"
System.ServiceModel.DomainServices. C11ent web" Source="System.ServiceModel.DomainServices. C11ent web.d11" />
system.ServiceModel .Extensions” Source="System.ServiceModel.Extensions.d11" />

5
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<AssemblyPart System.ServiceMode]l.PollingDuplex" Source="System.ServiceModel.PollingDuplex.d11" />
<AssemblyPart System.ServiceModel.Web.Extensions” Source="System.ServiceModel.Web.Extensions.d11" />
<AssemblyPart system.windows.Controls.Data" Source="system.Windows.Controls.Data.d11" />
<AssemblvPart system.windows.Controls.Data.Input"” Source="System.Windows.Controls.Data.Input.d11" />

4.3 Config.xml

An interesting file within the client.Xap is the config.xml which contains the additional LightSwitch
extensions used/loaded by LightSwitch, and can be used to cross reference any vulnerabilities
published for the extension extensions used.

] Configxm| - Notepad ar
File Edit Format View Help

|<C0nf1gurat1nn>
<Manifests>
<Manifest>Microsoft.Lightswitch.Base.Client.Manifest, xml</Manifest>
<Manifest>Microsoft.Lightswitch.Client.Internal.Manifest.xml</Manifest>

<M%nifest>Mi(rusoft.LightSwitch.RuntimeEditnr.Interna1.Manifest.xm1</Manifest><Manifest)Microsnft.Visua]Studiu.Dehugger.Runtime.D11.Manifest.xm1</
nifests>
<subsystemPackages>
<SubsystemPackage>ModelLoader</SubsystemPackage>
<SubsystemPackage>RuntimeExtensionLoader</Subsys temPackage>
<SubsystemPackage>PresentationRuntimeloader</SubsystemPackage>
<SubsystemPackage>Re| ort1ngLoader</SubsystemPackage>
<subsystemPackage>RulesLoader</subsystemPackage>
<SubsystemPackage>RuntimeServicesLoader</SubsystemPackage>
<SubsystemPackage>RuntimeShellLoader</SubsystemPackage>
<SubsystemPackage>ThemingRuntimeLoader</Subsys temPackage>
<subsystemPackage>UtilitiesLoader</subsystemPackage>
<SubsystemPackage>BaseServicesLoader</SubsystemPackage>
<SubsystemPackage>DiagnosticsLoader</Subsys temPackage>
<SubsystemPackage>RuntimeUserCodel oader</SubsystemPackage>
<5ubsystemPacka?e>kunt1meEd1tLoader</Subs¥stemPackage><Su systemPackage>AppBr1dgeLoader</SubsystemPackaEe></SuhsystemPackages>
<UserCodeAssemb 1es><U5erCodeA55emb1y>App ication.Common, version=2.0.1.0, Culture=neutral, PublicKeyToken=null</uUserCodeAssembly><UserCodeAssen
Construction.Client, Version=2.0.1.0, tead—Puda e anT ol 1< /lserCodeAssembly=</UserCodeAssemblies>
<ExtensionAssemblies>
<ExtensionA: Tcrosoft.Lightswitch.SDKProxy, Version=10.0.11.0, Culture=neutral, Public =31BF3856AD364E35</ExtensionAssembly>
<Ext embly>Microsoft.Lightswitch.Extensions.Client, version= 11.0.0.0 , Culture=neutral, PublicKe n=31BF3856AD364E35</ExtensionAssen
<ExtEnsionAssembly>Microsoft. L1?htsw1tch Cosmopolitan. Client, Version=11.0. , Culture=neutral, PublicKeyToRenz31BF3856AD364E35</ExtensionAss
ZExtensionAssembly>FilterControl.Client, Version=1.0.0.0, Cu1ture neutral, PublicKeyToken=null</ExtensionAssemb
<ExtensionAssembly>FilterControl.Common, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null</ExtensionAssembl
<ExtensionAssembly>BingMapControl. Client, Versiol .0.0.0, Culture=neutral, PublicKeyToke fnu11</Extens1onAssemb¥y>
<ExtensionAssembly>BingMapControl. Common, Version=1.0.0.0, Culture=neutral. PublicKeyToken= null</ExtensionAssembly>
<ExtensionAssembly>Microsoft.Maps.MapControl.Common, Version=1.0.1.0, Culture=neutra PubTicKeyToken=498D0D22D79
ensionAssembly>Microsoft.Maps.MapControl, Version=1.0.1. 0, Culture= neutral, PubtheyTnken 498D0D22D7 9368, ExtensionAssembly>
<Ext “”ﬁééi? ly>0fficeIntegration.Client, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null</Ext AssembTy>
on

<Extens >0fficeIntegration. Common, versiol .0.0.0, cCulture=neutral, PublicKeyToken=n ensionAssembly>
<ExtensionAssembly>B1 .Client. DesIgn Vers1un 1.0.0.0, Cu1ture neutral
PublicKeyToken=null</ExtensionAssem E. g reDes1gn, Version=1.0.0.0, Culture=neutral,

PubldicKeyToken= nu11</Extens1nnAssemHy){Extens]0nAssemh1y)M1crosnft L1ght5w‘|t(h Extensions.Design.Client, Version=11.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35</ExtensionAssembly><ExtensionAssembly>0fficeIntegration.Client.Design, Version=1.0.0.0, Culture=neutral,
PublicKeyToken=nulTl</ExtensionAssembly></ExtensionAssemblies>
<ApplicationCulture>en-US</ApplicationCulture><ManifestTimeStamp>130225100616492421</ManifestTimeStamp><ApplicationName>Contoso

Looking at the above, the following LightSwitch extensions are used by the Contoso application:-
Microsoft LightSwitch Extensions, which provides additional data types, such as money, pictures
and phone numbers.

Microsoft Cosmopolitan Shell and Theme, which gives the application the Microsoft
Cosmopolitan template look and feel.

LightSwitch filter extension, which is advanced filter allowing users to create custom filters for
data that, is displayed on a LightSwitch screen.

tur

73</ExtensionAssembly>
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Bing Map control, this allows Bing Maps to be integrated with LightSwitch databases allowing
addresses and ZIP codes stored within LightSwitch databases, to be geographically displayed on
Bing maps.

Office integration pack, when used with a desktop Silverlight client, allows the desktop client to
use the local installation of office to create documents.

4.4 Service.lsml

The Service.lsml file contains the database names and their relationships used by the LightSwitch
client; it might also contain credentials/Ids for other web services consumed on the Internet, see
ConnectionStringGuid below. (Developers need to be aware of this).

File Edit Format View Help

</Dataservice>
<DataService
DataProvider="AstoriaDataProvider"
EntityContainer="LightswitchCommonModule:CrimeData”
Name="CrimeDataDataService">
<DataService.Attributes>
<Csd1Ent1ty(unta1ner
Name="datagovCrimesContainer" />
</Dataservice.Attributes:>
<DataService.ConnectionProperties>
<ConnectionProperty
Name="Usersubmi ttedServiceurl"
value="https://api.datamarket.azure.com/Data.ashx/data.gov/Crimes" />
<ConnectionPropert
Name= Cunnect10nstr1ng uid"”
value="4fdc6d24-73b7- 42&f 9f56-d3c1951F22fF" />
<Cnnne(t1nnProperty
Name="safeConnectionstring’
value="service url=https: //ap1 datamarket.azure.com/Data.ashx/data.gov/Crimes:is windows authentication=False;user name=aab53291-f9fe-4df?
574b324f56fc" />
<Cnnne(t1nnPr0perty
Name="ProjectMetadata”
value="EdmxFilel” />
</DataService.ConnectionProperties>
<Ent1tySetMapp1ng
Entityset="CityCrimes">
<Ent1t¥5etMapp1ng .Attributes>
<CsdIEntitySet
EntityType=" L1ghtSw1tch(0mmnnMudu1e CityCrime"
Ent1tyTypeName C1ty(r1me
Name="CityCrime" />
<CsdIProperty
Name=" ROWID
Property="LightSwitchCommonModule:CityCrime/Properties [ROWID]" />
<CsdlProperty,
Name="State"

Property="LightSwitchCommonModule:CityCrime/Properties[State]” />
<Csd1Propert

Name="Ci ty"

Property="LightswitchCommonModule:CityCrime/Properties[City]" />
<CsdlProperty

Name="Year™

10
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4.5 Decompiling the client.xap file using .NET Reflector

.NET Reflector is a class browser and decompiler for software created with the .NET framework, due
to the manner in which LightSwitch is designed, the client side code can be decompiled to a good
approximation of the original source code. In this case by dropping the captured client.xap file onto

the .NET Reflector screen, the screens which comprise the application can be viewed as below:-
# NETReflector 52022 T ¥ /—_\_ [E=EREN

Eile Edit View Tools Help

QOIPHER @@ | | [visalbasic ]

Search Object Browser (Ctrl-F) °

< ntosoConstruction.Client {} LightSwitchApplicatior
<3 Application.Common (201.0)

3 ContosoConstruction.Client Mam pa(ebigh?“:ﬁmpp::‘z_ﬁ‘;“s itch.BuildTasks. CodeGen” “11.0.0.0"
.3 mscorlib (4.0.0.0) «PeneratedCode("Microsoft.LightSwitch.BuildTasks.CodeGen”, 0007

ublic Motlnheritable Class Application
-3 BingMapCentrol.Client (1.0.0.0) Inherits ClientApplication(Of Application, DetailsClass, DataWerkspace)
= <3 Contoso Construction.Client (2,0.1.0)

WM Contose Construction.Client.dll
=3l References

< GeneratedCode("Microsoft LightSwitch.BuildTasks.CodeGen", "11.0.0.0")= _
Public MotInheritable Class AppointmentDetail
Inherits ScreenObject(Of AppointmentDetail, DetailsClass)

{r -
[l LightSwitchApplication) < GeneratedCode("Microsoft.LightSwitch.BuildTasks.CodeGen”, "11.0.0.0") > _
{} LightSwitchApplication Implementation Public MotInheritable Class CityCrimeDetail
{} My Inherits ScreenObject(Of CityCrimeDetail, DetailsClass)
B [ Resources <Export{GetType(IModuleDefinitionLoader]], DebuggerNonUserCode, EditorBrowsabl
= Client/sml port(GetType(IMeduleDefinitionLeader)), DebuggerNonUserCode, EditorBrowsable| 5

Public Class ClientModuleLoader

== Contesc Construction.Client.g.resources Implements IModuleDefinitionLoader

Microsoft.Data.OData.SL (5.0.0.0)
Microsoft.Data.Services.Client.5L (5.0.0.0) «GeneratedCode("Microsoft LightSwitch.BuildTasks.CodeGen”, "11.0.0.0")> _
Microsoft.LightSwitch.Base,Client (11.0,0.0) P“Ib'l': N:’é"he"tgi‘eCt'agigmtteNNﬂ:ﬁPPﬂ':tmentD e

Microsoft LightSwitch.Client (10.0.11.0) nherits ScreenObject(Of CreateMewAppointment, DetailsClass)

Microsoft.LightSwitch (10.0.11.0) <GeneratedCode("Microsoft LightSwitch BuildTasks.CodeGen”, "11.0.0.0")> _
Officelntegration.Client (1.0.0.0) Public Motlnheritable Class CreateNewCustomer
System.ComponentModel.Compasition (5.0.5.0) Inherits ScreenObject(Of CreateMewCustomer, DetailsClass)
System.Xml.Ling (5.0.5.0)
System.Xml.Serialization (5.0.5.0)

< GeneratedCode("Microsoft.LightSwitch.BuildTasks.CodeGen”, "11.0.0.0") = _
Public NotInheritable Class CreateNewProject w
Inherits ScreenObject(Of CreateMewProject, DetailsClass)

HEEEEEEEE
vuddduduououw

< GeneratedCode{"Microsoft. LightSwitch.BuildTasks.CedeGen”, "11.0.0.0")> _
Public Motinheritable Class CustomerDetail
Inherits ScreenObject(Of CustomerDetail, DetailsClass)

«GeneratedCode"Microsoft LightSwitch.BuildTasks.CodeGen”, "11.0.0.0")> _
Public Motlnheritable Class CustomReport
Inherits ScreenObject(Of CustomReport, DetailsClass)

< GeneratedCode("Microsoft LightSwitch BuildTasks.CodeGen”, "11.0.0.0")= _
ublic Motlnheritable Class EmployeeChangelog
Inherits ScreenObject(Of EmployeeChangelog, DetailsClass)

Namespace LightSwitchApplication

- 4|
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.NET Reflector allows the VB.NET source code to be viewed for a particular subroutine within a
specific screen. In this case the AppointmentDetail_Saved() subroutine, within the
AppointmentDetail screen is chosen.

o Nevrenecors20, | ST T e, s S ———— | p———

File Edit View ZIools Help

QO *HEZ| @B 2| | |visual Basic ~|[neTas ]| 2 |

Search Object Browser (Ctrl-F Q

“3 ContosoConstruction.Client

5% A.ail AppaintmentDetail_Saved() : Void

-0 Application.Common (20.1.0) -
3 ContosoConstruction.Client LA ;rE‘S‘Ettﬂafg‘:;v:;:i:(jt);;MDmil Saved(
*3 mscorlib (£0.0.0) Me.SetDisplayNameFromEntity(Me Appointment)
+3 BingMapControl.Client (1.0.0.0) If ((Me.Appointment.Details.EntityState = EntityState.Deleted) OrElse (Me.Appointment.Details.EntityState = EntityState.Discarded))
£ -0 Contoso Construction.Client (20.1.0) Me.Close(False)
= W Contoso Construction.Client.dil End If
3 References by EndSub

{O -
| = {} LightswitchApplication
“¢ Application

| o wormerty >
T Base Types
% DetailsClass

&9 ctor(int32)
’ v Appomtmént Changed() : Void

i Can(E\AppotmEnl Conbxecute(Boolean): Void

4% CancelAppointment Execute() : Void
4 Createlnstance(Int32) : AppointmentDetail
@ ShowMap() : Void
&9 ShowMap_CanExecute(Boolean) : Void
5% ShowMap_Execute() : Void
&% Application : Application
Appointment : Appointment
Appointmentld : Int32
DstaWorkspace : DataWorkspace
“# SortedCustomers : VisualCollection< Customer>
4 SortedEmployees : VisualCollection<Employee>
%4 CityCrimeDetail
% ClientModuleLoader =

Private Sub AppointmentDetail Saved()
Declaring Type: LightSwitchApplication.AppointmentDetail
Assembly: Contoso Construction Client, Version=2.0.1.0

- (] i v

The following decompiled code by NET Reflector:-

Private Sub AppointmentDetail_Saved()

Me.SetDisplayNameFromEntity(Me.Appointment)

If ((Me.Appointment.Details.EntityState = EntityState.Deleted) OrElse
(Me.Appointment.Details.EntityState = EntityState.Discarded)) Then

Me.Close(False)

End If

End Sub

Compares favourably with the original code:-
Private Sub AppointmentDetail_Saved()

' Write your code here.
Me.SetDisplayNameFromEntity(Me.Appointment)

If Me.Appointment.Details.EntityState = EntityState.Deleted OrElse
Me.Appointment.Details.EntityState = EntityState.Discarded Then

'Close the screen immediately if the appointment was cancelled (deleted)
Me.Close(False)

End If

End Sub
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5 Using LightSwitch anonymous access to bypass the login screen

By requesting the default URL https://testserv/Contoso/ the login screen is displayed:-

3, con LOSO

Construction

User Name
Password

Log In

5.2 Testing for anonymous access

However if the application and the databases (see next section) has not been properly secured,
authentication can sometimes be bypassed by requesting
https://testserv/Contoso/?AuthenticationType=None, in this particular case the following screen is
then displayed:-

.\COI] LOSO

Construction
TASKS ADMINISTRATION

REPORTS

Home ’,

Contoso Construction Project Manager

o
=
n
o
=
e
o
=]
o
3
i
)
=
51
=
m

Home x

Cannet display your appointments. Your user name was not found, Please have an administrator add you to the employee table.

OK

XN a & 0O

Refresh Search Search Projects over Edit Materials
Projects Customers Budget Catalog
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5.3 Restricting screens access by using the CanRun access control method

Anonymous screen access can be prevented by the developer setting the CanRun access control
method, for each of the LightSwitch screens within the application. By opening the screen within
Visual Studio 2012 and then selecting the WriteCode method, and selecting the “screen
name”_CanRun access control option.

ﬂ ContosoConstruction - Microsoft Visual Studio Quick Launch (Ctri+Q) P - B
FILE EDT VIEW PROJECT BULD DEBUG TEAM TOOLS WINDOW HELP
B -l P Start - B Now - CH- < =
ContosoConstruction Designer # X S * b defaulthtm ~ Solution Explorer -3
9" Pl
AppointmentDetail %3 Add Data ltem... %2 Add Layout item ~ @ Write Code ~ @ o-20d =- R
i @i Appointment EditQuery ~ 4 [JRowsLayout = Appointment Detail General Methods Crls »
.1d b @ Screen Command Bar AppointmentDetail Activated srtedProjects
« StartTime 4 [Mcolumns Layout - | Group AppointmentDetail Closing ta
+ EnxTime: Elimage - | Screen Image AppointmentDetail_Created fimes
* Subject 4 ElRows Layout ~ | Appointment Bnontmetintal Itk DataWorce | Y Ly ate
+ Location EZCW’"‘"d Bar AppointmentDetail_Run T
N - | Subject entDe
Notes Silbgec AppointmentDetail SaveError \eDetail
+ MsglD 4 EJRows Layout - | Appointment
9! B Corntiiet B AppointmentDetail Saved =wAppointment
- MsgSequence I =wCustomer
Qutomer @ - | Customer LwProject
- Employee P B - | Employee sDetail
+ RowNersion H - | Subject .. Report
- | Start Ti
4 Query Parameters B2 il Called prior to displaying a screen in order to check permissions. Runs on the clie
i B - End Time —
"
- ion LateProject:
@ Appointmentid a B Locatio [ LateProjects
b & Command Bar I ManageEmolovees
¢ SortedCustomers. B ~ | Notes Properties -3
& SortedEmployees _ Edit Query v AText - Email Notification Screentayout
© CancelAppointment y + Add - 4 General

® Close

& nex

For more information study the following URL:-
http://msdn.microsoft.com/en-us/library/vstudio/ff852062.aspx
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6  Querying OData services

As mentioned earlier, LightSwitch provides by default two WCF OData services ApplicationData.svc
and Microsoft.LightSwitch.SecurityData.svc, which are simply accessed by requesting their name
https://testserv /Contoso/ApplicationData.svc/ from the web server.

The OData request syntax is described in the following page http://msdn.microsoft.com/en-
us/library/dd728283.aspx.

6.2 Browser based OData queries

For instance, if forms authentication is disabled or the correct credentials have already been
entered by submitting within a browser the following URL
https://testserv /Contoso/ApplicationData.svc/, the browser returns a list of database tables:-

(- :: 10.0117 | https://testeerv'Contoso/ApplicationData.sve/

This XML file does not appear to have any style information associated with it. The docun

—<service xml:base="https://te stgery /Contoso/ApplicationData sve/">
— <workspace>
<atom:title=Default=/atom:title=
— <collection href="Customers"=
<atom:title=Customers</atom:title=
</collection>
—<collection href="Projects">
<atom:title=Projects=/atom:title=
</collection>
— =collection href="Pictures">
<atom:title=Pictures</atom:title>
</collection=
— =collection href="Materials">
<atom:title=Materials</atom:title>
</collection=
—<collection href="ProjectMaterials"=
<atom:title=ProjectMaterials</atom:title>
</collection=
— <collection href="Appointments">
<atom:title=Appointments=/atom:title>
</collection=
— <collection href="Employees">
<atom:title=Employees</atom:title=
</collection=
— <collection href="EmployeeChanges">
<atom:title=EmployeeChanges</atom:title>
</collection>
</workspace>
</service=
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To request the list of customers simply submit the following query:-
https://10.0.1.17/testserv/ApplicationData.svc/Customers

Which then returns the following results:-

<?xml version="1.0" encoding="utf-8"?><feed
xml:base="https://testserv/Contoso/ApplicationData.svc/" xmlns="http://www.w3.0rg/2005/Atom"
xmins:d="http://schemas.microsoft.com/ado/2007/08/dataservices"
xmins:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata"><id>https://testser

v /Contoso/ApplicationData.svc/Customers</id><title
type="text">Customers</title><updated>2013-09-01T18:35:43Z</updated><link rel="self"
title="Customers" href="Customers" /><entry
m:etag="W/&quot;X'00000000000007D1'&quot;"><id>https:// testserv

/Contoso/ApplicationData.svc/Customers(1)</id><category
term="LightSwitchApplication.Customer"
scheme="http://schemas.microsoft.com/ado/2007/08/dataservices/scheme"  /><link  rel="edit"
title="Customer" href="Customers(1)" /><link
rel="http://schemas.microsoft.com/ado/2007/08/dataservices/related/Projects"
type="application/atom+xml;type=feed" title="Projects" href="Customers(1)/Projects" /><link
rel="http://schemas.microsoft.com/ado/2007/08/dataservices/related/Appointments"
type="application/atom+xml;type=feed" title="Appointments" href="Customers(1)/Appointments"
/><title /><updated>2013-09-01T18:35:43Z</updated><author><name /></author><content
type="application/xml"><m:properties><d:ld
m:type="Edm.Int32">1</d:ld><d:LastName>John</d:LastName><d:FirstName>Smith</d:FirstNam
e><d:HomePhone>02073075000</d:HomePhone><d:MobilePhone m:null="true" /><d:Fax
m:null="true" /><d:Email>john.smith@hotmail.com</d:Email><d:Address1>44 Russell
Square</d:Address1><d:Address2 m:null="true" /><d:City>London</d:City><d:State m:null="true"
/><d:ZIP m:null="true" /><d:Website m:null="true" /><d:Notes m:null="true" /><d:RowVersion
m:type="Edm.Binary">AAAAAAAABIE=</d:RowVersion></m:properties></content></entry></fee
d>

6.3 UsingLingPad

Or to make matters easier, LingPad can be downloaded from http://www.lingpad.com, which
provides a friendlier graphical interface for OData queries.

To use LingPad first select add connection:-

N migPad 4 =es
Eile Edit Query Help X | Queryl \ + ‘ Activate premium featur
Add connection @ a S B Language Connection I<Nona> v] o w
I
Choose Data Context @
@ Build data context automatically
LINQPad Driver Version Author
Default (LINQ to SQL) (built-in) (built in)

WCF Data Services 5.4 (OData 3) (built-in) (built in)
Microsoft DataMarket Service ({built-in) (built in)

Delete Driver
() Use a typed data context from your own assembly

LINGPad Driver Yersion Author
My Queries LINQ to SQL (built-in} (built in)
Set Folder Entity Framework {ObjectContext) (built-in) (built in)
— Entity Framework (DbContext - vd.1 to v6.0) (built-in) (built in)
L My Q
i8] My Exd
Delete Driver

e
And then enter httgs://teéjcser\'//Contoso/AppIicationData.svc within the connection screen:-

for
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LINQPad 4 — - - ===
Eile Edit Query Help X | Queryl G Activate premium features
~4fe Add connection E]l a | 2i: fH Language | C2 Expression ~| Connection | <Mone> vl ’T x

LINQPad Connectiocn
URI
https://testserd/ Contose/ApplicationData.sve -
Web Proxy Setup...
Leg on details
User name
Password
Formatter
© Default (XML) () JSON
Customn Headers...
My Queries | Samples Acceptinvalid certificates Remember this connection
Set Folder... Organize... Goto..
23 My Queris
My Extensions
Ready Jf"'

This then displays a friendlier interface to the OData service:-
LINQPad 4 . -

—— =npey X |

File Edit Query Help X Query4| " |

Activate premium features

& Add connection

S ER Longuee [Gopmion <] = Conecton [ [ B X

https:/testserv/Contoso/ApplicationD:
[ Appointments

[ Customers

(& EmployeeChanges

£ Employees

A Materials

] Pictures

= ProjectMaterials

EH Projects

(] (m]
|

< i | »

My Queries Samples

Set Folder.. Crganize.

20 My Queries
2] My Extensions

Go to..

Ready
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6.4 Restricting OData access by using the Set_Filter method

OData access can be restricted by using the Set_Filter query on the database table, for more
information study the following URL:-

http://blogs.msdn.com/b/lightswitch/archive/2012/04/17 /filtering-data-using-entity-set-filters-
michael-simons.aspx

0g ContosoConstruction - Microsoft Visual Studio Quick Launch (Ctrl+Q) p - &
FILE EDT VEW PROJECT BULD DEBUG TEAM TOOLS WINDOW HELP

- <O b Stert - A Now - e,
ApplicationDataServicevb® ContosoConstruction Designer + X [N IS TIRCH default.htm ~ Solution Explorer -3

Add: &7 Relationship... 4] Computed Property {5 Query {7 Screen.. E3 NewTable *¥ Attach to Exteral Data Source... @ o-20F  =- R
AR e = plorer (Ctris, £
Appointments_Updated
Customer 1
. e et Geduting llosocanf‘ludluﬂ (1 project)
ppointments onstruction
Appointments_Validate s
Access Control Methods B
Appointments_CanDelete plicationData
Appointment Appointments_Caninsert Appointments
- A porinieie Gaoltesd B CurrentAppointments
Name Type Required - CurrentAppointmentsByCustomer
- R B oo
= . = SaveChanges_CanExecute Gistoniers
Suttime L Qu SortedCustomers
EndTime Date Time - O "Appointments Filter EmployeeChanges
Empl
Subject String - (7] Quen™ mplovees
= Query, Called before any query referencing this type is executed. Runs on the ser
Location String - (m] =
Query_Executing Materials
ot Sy >~ g Data Source Methods —
MsgID String > (] SaveChanges_Executefailed
MsgSequence String v (m] SaveChanges_Executed
ot Gt = o SaveChanges_Executing -
Default Screen:
Employee Employee - L]
PR i Anmnin WomantMNabuil -

18
www.procheckup.com


http://blogs.msdn.com/b/lightswitch/archive/2012/04/17/filtering-data-using-entity-set-filters-michael-simons.aspx
http://blogs.msdn.com/b/lightswitch/archive/2012/04/17/filtering-data-using-entity-set-filters-michael-simons.aspx

PenTesting Microsoft LightSwitch ¥ {(s]CheckUp

7 Credits

Research and paper by Richard Brain of ProCheckUp Ltd.

8 About ProCheckUp Ltd

e ProCheckUp Ltd, is a UK leading IT security services provider specialized in penetration
testing based in London. Since its creation in the year 2000, ProCheckUp has been
committed to security research by discovering numerous vulnerabilities and authoring

several technical papers.

e ProCheckUp has published the biggest number of vulnerability advisories within the

UK in the past two years.

e More information about ProCheckUp's services and published research can be found

on:

e  http://procheckup.com/procheckup-labs.aspx

9 Disclaimer:

e Permission is granted for copying and circulating this document to the Internet
community for the purpose of alerting them to problems, if and only if, the document
is not edited or changed in any way, is attributed to ProCheckUp Ltd, and provided
such reproduction and/or distribution is performed for non-commercial purposes. Any
other use of this information is prohibited. ProCheckUp is not liable for any misuse of

this information by any third party.

10 Contact Information

ProCheckUp Limited

44 Russell Square
London, WC1B 4JP

Tel: + 44 (0) 20 7307 5001
Fax: +44 (0) 20 7307 5044
www.procheckup.com
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